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PROBLEM

Botnets commonly use TLS to connect with C&C servers.
* Features of TLS certificates could indicate being used by botnet activity.
e Can LLM embeddings of certificates be used for botnet detection?
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OUR CONTRIBUTION

Rigorous comparison of multiple proprietary and open-source LLM embedding models
and selecting the best parameters and strategies.

Ablation Study:

Real World Model was evaluated over 150,000 real world certificates collected from Jan — May
Validation: 2024 from Rapid7’s Sonar data
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